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Ph.D. Engineering and Public Policy September 2009

• Dissertation: A Policy Analysis of Phishing Countermeasures
• Advisor: Prof. Lorrie Cranor

M.S. Engineering and Public Policy December 2006

University of Pennsylvania, Philadelphia, Pennsylvania

M.S. Computer and Information Science (GPA: 3.9) May 2002
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Research
Experience

Carnegie Mellon University, Pittsburgh, Pennsylvania

Graduate Researcher August 2004 – August 2009

Policy Analysis for Phishing Countermeasures

• Analyzed the phishing lifecycle both from an attacker’s and defender’s perspective.

• Developed a set of anti-phishing recommendations for stakeholders.

• Interviewed 31 experts from law enforcement, academia, service providers, and registries to
validate and prioritize these recommendations.

Anti-phishing Phil Game

• Funded by the National Science Foundation to improve users’ trust experience online

• Initiated and led weekly meetings for 2 months with 5 collegues to design the game.

• Developed the prototype game and supervised a designer to implement it.

• Evaluated the game with a user study of 6000 users, the game improved novice Internet users’
ability to detect phishing scams from 29% to 77%.

• Impact: The game was named No.9 of the top 25 radical research projects by Network World
in 2008, was played over 200,000 rounds between 9/07 - 9/08, written in over 30 news articles,
commercialized by Wombat Securities, being used in the US State Department, US air force,
Department of Energy, and translated into three languages.

Bringing Municipal Wifi to Pittsburgh

• Developed a strategy to spread broadband wireless Internet access throughout the city.

• Collaborated with 3 collegues and managed a team of 20 students.

• Designed a wireless network and estimated its operating costs for 6 years, developed a regression
model to predict revenues based on city demographics.

• Identified 5 potential business models, and performed a cost benefit analysis and risk analysis
for each model.

• Concluded that the wholesale retail model best achieves the city’s objective, but financial risk
existed, and suggested the city provide financial incentives to the wholesaler.

• Presented the recommendations to the City Council, published a paper at the 35th Telecom-
munications Research and Policy conference (Washington DC 2007).

Toolkit for Automated Privacy Policy Analysis

• Collaborated with one CMU colleague and 3 researchers from IBM.

• Created a software toolkit to collect and analyze machine readable privacy policies.

• Used the toolkit to survey 300 privacy policies of 50 US financial institutions posted online



between 1999 and 2005.

• Written and published the paper in the Journal of Law and Policy for the Information Society.

Professional
Experience

Internet Corporation for Assigned Names and Numbers (ICANN)

Senior Technical Analyst, Policy Department Sep 2009 – Present

• Support projects of ICANN’s Security and Stability Advisory Committee (SSAC)
• Provide research support for projects in the policy department

Carnegie Mellon University

Project Manager, Engineering and Public Policy Senior Project Sep 2006 – Jan 2007

• Designed course materials for the class
• Shared responsibilities for lectures, exams homework assignments, and grades

University of Pennsylvania

Data Manager, School of Medicine Jun 2002 – Jul 2004

• Developed and managed clinical databases for Alzheimer’s disease research.

• Initiated and led the center’s computing system upgrade effort.

• Participated in writing research grant proposals.
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Presentations and
Invited Talks

Invited talk, “Phishing Countermeasures: A policy Analysis ,” National Chiao Tung University,
Taipei Taiwan ROC, Jan 2010

Oral Presentation, “Improving Phishing Countermeasures: An Analysis of Expert Interviews,”
eCrime 2009 (electronic crime research conference), Tacoma, WA, October 2009

Oral Presentation, “An Empirical Analysis of Phishing Blacklists,” CEAS 2009 (Conference on
Email Anti Spam), Mountain View, CA, June 2009

Invited talk, “Effectiveness of email filtering and web warning for phishing,” Invited talk. 2008
Anti-Phishing working group general meeting, Atlanta GA, October 2008.

Invited talk, “Teaching Johnny not to fall for phish,” 2008 Counter eCrime Operations Summit,
Tokyo Japan, May 2008

Invited talk, “Overview of Supporting Trust decisions,” (IIS) Institute of Information Science in
Academia Sinica, Taipei Taiwan ROC, Jan 2008

Program
Committees and
Reviewers

• ACM Communications 2006 - 2007 (Reviewer)
• Journal of Information Systems Frontiers, 2010 (Reviewer)
• Conference on Email Anti Spam 2010 (Program Committee)
• Electronic Crime Research Conference 2010 (Program Committee)

Membership
• Association for Computing Professionals (ACM)

• International Electrical Engineering (IEEE)

Selected News
Articles

• “Don’t just talk about security - do something!” by M.E. Kabay, Network Wold Security
Strategies Alert, January 22, 2009.

• “Play Anti-Phishing Phil And Learn How To Spot Phishing Attacks,” by Chris Walters, Con-
sumerist, Jan 2 2009

• “25 Radical Network Research Projects You Should Know About,” NetworkWorld, April 2008
(Anti-phishing Phil was No. 9)

• “CMU Develops Scam-Busting Online Game,” CNet News, September 2007

• “Web Tool Detects Something Phishy,” Pittsburgh Tribune Review, December 2007

• “Carnegie Mellon’s Online Game Helps People Recognize Internet Scams,” by Regina Sass,
Associated Press, 28 September 2007.

• “CMU Group Discusses City’s Wi-Fi Options,” Pittsburgh Tribune Review, February 2007

• “Carnegie Mellon Engineering Students Tapped To Help City Develop Broadband Wireless
Strategy,” by Chriss Swaney, Carnegie Mellon University, February 8 2007 ’



Awards Portugal Fellow 2008, for research in anti-phishing technology
Magna Cum Laude, 2001


